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= Capture the Flag

Competition Objective

4 paloalto e o

Objective for contestant

«  Opportunity for student from “Palo Alto Networks Cybersecurity Academy Program” to gain knowledge
about introductory through advanced level cybersecurity principles.

« Opportunity for contestant to join the hacking competition where they can compete for cash prizes,
specialty awards.

«  Opportunity for contestant to see themself in a career in cybersecurity. Cybersecurity skills are in high

demand in the workforce and the need grows as computers continue to be an integral part of everyday
life.

Objective for Palo Alto Networks

« Atftract & Inspire students in “Palo Alto Networks Cybersecurity Academy Program” and increase cyber
security awareness.

To equip students with the next-generation cybersecurity knowledge and skills to succeed in today’s
rapidly changing cyber-threat landscape.

« To prepare students for successful careers in cybersecurity by providing a foundation in our security
products to close the growing cybersecurity skills gap.

........
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About Palo Alto Networks Capture the Flag

4 paloalto

Palo Alto Networks family of next-generation firewalls are the first to leverage machine learning for proactive

real-time and inline zero-day protection.

This Capture the Flag (CTF) is an enablement tool that introduces the different features and capabilities
using the latest version of PAN-OS with a competitive twist. The CTF environment consists of a series of
questions that vary in their degree of difficulty and require participants to exercise different skill sets to

solve.
The winning team/player is the one that solved the most challenges thus having scored highest.

CTF environment to gamify the learning experience of XSOAR and see how to simplify security operations
by unifying automation, case management, threat intel management, and real-time collaboration.

CTF games often touch on many other aspects of information security: cryptography, stego, binary
analysis, reverse engineering, mobile security and others. Good teams generally have strong skills and
experience in all these issues.

........



Palo Alto Networks with Capture the Flag
We are “The World’s Leading Cybersecurity Company”

95 — — #1 — 75,000

. 3 . :i
of Fortune 100 in Enterprise Security Customers
Rely on Palo Alto Networks Revenue trend 22% CAGR : In 150+ Countries !
FY18 — FY20

(e A
/B tsa
l \RATED
OUTSTANDING

YEARS

IN A ROW 2015 - 2016 - 2017 - 2018 - 2

71% of the Global 2K

Are Palo Alto Networks Customers

18% Year-Over-Year § : 9/10 '§

Revenue Growth - Average CSAT Score

Gartner, Market Share: Enterprise Network Equipment by Market Segment, Worldwide, 4Q19, 20 March 2020

4 | © 2020 Palo Alto Networks, Inc. All rights reserved 4/ paloalto
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Cybersecurity Academy Overview

MISSION
To equip students with the next-generation cybersecurity knowledge and skills to succeed in

today’s rapidly changing cyber-threat landscape.

To prepare students for successful careers in cybersecurity by providing a foundation in our
security products to close the growing cybersecurity skills gap.

= —‘ '-’
Y

1150+ 70+

Institutions Countries

\
\¢ <

Available to degree-granting, accredited secondary and postsecondary institutions

4 paloalto
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“Palo Alto Networks Cybersecurity Academy Program” in Thailand

Cybersecurity
Academy

Oy A m  Virtual MoU
NS %56 © Signing Ceremony

with 12
universities
November 27, 2020

e

BANGKOK DP,U \Ko\
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“Capture the Flag Capture the Future Competition 2021”
Why should attend

4/ paloalto’

« Opportunity to test contestant's knowledge, skills and strengthen their theoretical base
about cybersecurity.

- Build up the experience and professional association sections of contestant’s cybersecurity
career part.

-« Beneficial to security researchers and academics who can use the attack data and network
traffic generated during competitions as case studies to help model, predict and prevent

real-world security incidents.

%» paloalto



Target Participants

Palo Alto Networks Academy

e e . N Uy
15 Universities in Thailand
e 12 universities signed -
BANGKOK
MOU 2020 UNVERSITY
e + 3 new universities sign
MOU 2021

A

KMUTNB

Open for other Universities in Thailand

Remark: All content based on criteria of Palo Alto Networks platformn understanding/environment
4 paloalto
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“Capture the Flag Capture the Future Competition 2021”
Competition Rules & Requlation

%% paloalto

« Student from “Palo Alto Networks Cybersecurity Academy Program” and open for other
universities that interest in the program
All contestant must be age 18 or older to participate and certified by university

The contest is a team-based competition

» Each team is required to have a team leader.

+ 2 Days bootcamp and competition briefing.

+ 2 rounds of competition: Online Group test to qualify to 10 finalist teams and open to non-participating
bootcamp teams & final round

* There is limit 4 of members per team

» The top 10 teams from the selection round will qualify for the final, with a maximum of 4 members (team
leader plus an additional 3 participants) per team allowed to represent the team in the final.

« Members are not allowed to transfer the rights to participate in the final

« If a contestant is found at any time to not meet the minimum requirements, she or he would not be eligible

for participating in the final and/or winning prizes

Rules &

Regulation

isaion Mission: to identify security issues and misconfigurations created on a public cloud environment.

& Platform

Platform : Palo Alto Networks CTF Platform
Content : 90% Relate Product of Palo Alto Networks and 10% General Knowledge

% paloalto
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“Capture the Flag Capture the Future Competition 2021”

%% paloalto’

Prize
Cash 50,000 THB
Team Trophy + Individual Certificate of the winner
4 PANW Vouchers : PCNSA <Value 20,000 THB>
The 1st Runner up The 2nd Runner up
Cash 30,000 THB Cash 10,000 THB
Team Trophy Team Trophy
Individual Certificate of The 1st Runner up Individual Certificate of The 2nd Runner up

The 4th and 5th Runner up will get Cash 5,000 THB
All contestants who passed qualify to bootcamp will get certificate of competition participation

%o paloalto
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“Capture the Flag Capture the Future Competition 2021” 2 palcaite
Timeline

Event

Communication ¢ 2 days e .
Event Pre- Event Sign up and Bootcamp Announce Final S FinallRound
Execution Communica Pre - Qualify with 10 Teams s
Discussion & tion Team Qualifying
Preparation Instructors Preparation round

Brief up * Media - Job Fair Sign
Launching

Mar — April 22 and 23 April Pre-Qualify 25September
on 31 July September September
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Dates: 11-12 September 2021
* Time: 8.30-17.00

« Language: Content Thai
Venue : Online

Bootcamp

Dates: 12 September 2021
Duration: 2 Hours

S
Se Start Time: 14.00 - 16.00

Round

Language: English
Venue: Online

Dates: 25 September 2021
« Time: 8.30-18.00
« Language: English
Venue : TBC

4 paloalto



= Capture the Flag

Bootcamp Detail o

Day 1
8.30 : Register Day 2 _

Dates: 11-12 9.00 : Opening by NCSA and 9.00 : Register
September 2021 PANW 9.30 : Bootcamp Part 2
Time: 8.30-17.00 9.15 : Hacking Showtime by NCSA 12.00 : Lunch
Venue : Online 10.00 : Mastermind with Hacker 14.00 - 16.00 : Final Team
Limit 25 Teams and 2 Gurus Selection Round
teams per university 10.45 : Break 16.30 : Announce 10 Final
and 4 members per 11.00 : Pre - Bootcamp Team and Closing
university 12.00 : Lunch 17.00 : Snack Time &

: 13.30 : Bootcamp Part 1 2 :
Job fair Tour <for Networking <Physical Event>
Physical event> 16.30 : Snack Time & Networking . 1

<Physical Event>

2020 Palo Alto Networks, Inc. All rights reserved.
13 | © 2020 Palo Alto Networks, Inc. All rights reserved ,& paloalEQ
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Final Round Detail (500 Bomman oo

Dates: 25 September 2021
Time: 8.30-18.00
Venue : TBC

Attendee : 10 final teams
Job fair boot tour

| Agenda
» 8.30: Register

. » 9.00: Opening by NCSA and PANW
| = 9.30: Sponsor Recognition

.« 9.45: Competition Briefing

' 10.15: Break

| » 10.30-17.00 : Time of Competition

. <Lunch box bar>

|« 17.30 : Announce the winners and Closing
‘ 18.00 : Snack Time and Networking

© 2020 Palo Alto Networks, Inc. All rights reserved.



“Capture the Flag Capture the Future Competition 2021”
Final Round “Special Activity”

Cybersecurity Job Fair

Cybersecurity jobs are in huge demand, and some of the biggest and
best-known companies in the world are competing fiercely to attract
the right talent to their organizations.

This is good opportunity for student to meet face-to-face with
Cybersecurity employer.

Find Yourself. In the Future. Elgl;!tg
@z
DIGITAL T
Find the job Meet
- V 4 |
oppoHtially; face-to-face AR e
(event website)
Westcon £

% paloalto
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